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Multiple Vulnerabilities in Apache Tomcat

A. Description:
Apache Tomcat is an open-source web server and servlet container that runs Java-based web
applications. Multiple vulnerabilities have been reported in Apache Tomcat. An attacker can exploit
these vulnerabilities by sending specially crafted requests to conduct cross-site scripting (XSS) attacks,
bypass authentication or gain access to sensitive information on the targeted system.

B. CVE IDs, Affected Products and Solution:

CVE Affected Products Solutions
CVE-2024-52316 e Apache Tomcat version 11.0.0 | Upgrade to Apache Tomcat
CVE-2024-52317 e Apache Tomcat versions 11.0.1 or later
CVE-2024-523138 11.0.0-M23 to 11.0.0-M26

e Apache Tomcat versions Upgrade to Apache Tomcat
11.0.0-M1 to 11.0.0-M26 10.1.33 or later

e Apache Tomcat version
10.1.31 Upgrade to Apache Tomcat

e Apache Tomcat versions 9.0.97 or later

10.1.0-M1 to 10.1.30

e Apache Tomcat versions
10.1.27 to 10.1.30

e Apache Tomcat versions 9.0.92
t0 9.0.95

e Apache Tomcat version 9.0.96

e Apache Tomcat versions 9.0.0-
M1 to0 9.0.95
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